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    Overview

Coverage-guided fuzz testing for Elixir.

The quickest and easiest way to start fuzzing your Elixir projects!
defmodule JasonTest do
  use ExUnit.Case
  use ExFuzz

  @tag timeout: 100
  fuzz "Jason never crashes", data <- binary(), seeds: ["{}", "[1]"] do
    with {:ok, term} <- Jason.decode(data) do
      assert Jason.decode!(Jason.encode!(term)) == term
    end
  end
end
ExFuzz is well-integrated with ExUnit so your fuzz tests can run alongside your regular tests and use the seed corpus as an ever-growing regression suite.
What is fuzz testing?
Fuzz testing runs your code with a stream of generated inputs, looking for ones that crash it or fail an assertion. Coverage-guided fuzzing watches which code each input reaches and builds on the inputs that reach new code, so it finds edge cases that hand-written tests miss.
If you're interested in learning more, see The Fuzzing Book.
Requirements
ExFuzz requires:
	Elixir 1.16+
	Erlang/OTP 26+
	macOS or Linux (x86_64 or arm64, glibc 2.34+ or musl)

Installation
Add ex_fuzz to your dependencies in mix.exs:
def deps do
  [
    {:ex_fuzz, ">= 0.0.0", only: [:dev, :test]}
  ]
end
Then run mix deps.get to install it from Hex.
Note
On unsupported platforms, build ExFuzz from source: install Rust, add {:rustler, "~> 0.38.0", runtime: false} to your dependencies, and set EX_FUZZ_BUILD=1.
Quick start
Fuzz tests, defined with ExFuzz.fuzz/5, run with the rest of your suite under mix test. To run only them:
mix test --only fuzz

To start fuzzing a target, point mix fuzz at the test by its line or name:
mix fuzz test/jason_test.exs:6
mix fuzz test/jason_test.exs:"fuzz Jason never crashes"

Failing inputs are saved as seed corpus to test/fixtures/fuzz/ and replayed by mix test from then on.
To save them elsewhere, see Configuration.
Next steps
	Corpus - seeds, saved inputs and the cache.
	Configuration - options to customize ExFuzz.
	GitHub - source code, releases and issues.



  

    Corpus

A fuzz test's corpus is the set of inputs it keeps. It comes from three places.
Seeds
The :seeds you give a fuzz test are example inputs. mix test runs each of them, and mix fuzz runs and uses them as the base for mutation.
fuzz "Jason never crashes", data <- binary(), seeds: ["{}", "[1]"] do
Saved inputs
When mix fuzz finds an input that fails the test, it saves it as seed corpus to :corpus_dir:
** (ExFuzz.Error) got RuntimeError (boom)
input: "[1,"
file:  test/fixtures/fuzz/JasonTest/Jason_never_crashes/616b86e4dec8d1b7
rerun: mix test test/jason_test.exs:6
From then on, mix test replays it with the seeds, and fails until the bug is fixed:
** (ExFuzz.Error) got RuntimeError (boom)
seed:  "[1,"
file:  test/fixtures/fuzz/JasonTest/Jason_never_crashes/616b86e4dec8d1b7
Each test has its own directory, named after its module and test name.
Commit your corpus
Commit your corpus directory with your tests. Every input saved there keeps failing mix test until the bug is fixed.
Cache
While fuzzing, inputs that reach new code are cached in :cache_dir (_build/ex_fuzz/corpus/ by default) to save local progress. The next mix fuzz starts from them, so it picks up where the last run left off. mix test doesn't use the cache, and you shouldn't commit it, as it can grow large.


  

    Configuration

ExFuzz reads its configuration from the :ex_fuzz key of your project in mix.exs:
def project do
  [
    app: :my_app,
    ex_fuzz: [
      corpus_dir: "test/fixtures/fuzz",
      cache_dir: "_build/ex_fuzz/corpus",
      crash_dump_dir: "_build/ex_fuzz"
    ]
  ]
end
Options
	:corpus_dir - directory to store failing inputs as seed corpus. Defaults to "test/fixtures/fuzz".
	:cache_dir - directory to cache fuzzing progress. Defaults to "_build/ex_fuzz/corpus".
	:crash_dump_dir - directory to store crash dumps during fuzzing. Defaults to "_build/ex_fuzz".

Paths are relative to your project's root.


  

    
ExFuzz 
    



      
Coverage-guided fuzz testing for Elixir.
defmodule JasonTest do
  use ExUnit.Case
  use ExFuzz

  @tag timeout: 100
  fuzz "Jason never crashes", data <- binary(), seeds: ["{}", "[1]"] do
    with {:ok, term} <- Jason.decode(data) do
      assert Jason.decode!(Jason.encode!(term)) == term
    end
  end
end
Fuzz tests run alongside your regular ExUnit tests,
using the seed corpus as an ever-growing regression suite.
Run only them with mix test --only fuzz.
To start fuzzing a target, point mix fuzz at the test by line or name:
$ mix fuzz test/jason_test.exs:6
$ mix fuzz test/jason_test.exs:"fuzz Jason never crashes"

Failing inputs are saved as seed corpus to test/fixtures/fuzz/ and replayed by mix test from then on.
You can configure this with :corpus_dir under the :ex_fuzz key of your project config.
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        fuzz(message, input, context \\ quote do
  _
end, opts \\ [], contents)

      


        Defines a fuzz test with message, running its body as the target, once per input.
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Defines a fuzz test with message, running its body as the target, once per input.
The test may also define a pattern, which will be matched against the test context.
Options
	:seeds - example inputs that fuzzing starts from, part of the seed corpus.

Examples
fuzz "Jason never crashes", data <- binary(), seeds: ["{}", "[1]"] do
  with {:ok, term} <- Jason.decode(data) do
    assert Jason.decode!(Jason.encode!(term)) == term
  end
end
You can start fuzzing the target using mix fuzz:
$ mix fuzz test/jason_test.exs:"fuzz Jason never crashes"


  


        

      


  

    
ExFuzz.Error exception
    



      
Raised when an input crashes or times out in a fuzz test.

      




  

    
mix fuzz 
    



      
Fuzzes one fuzz target, by the test's line or name:
$ mix fuzz test/jason_test.exs:6
$ mix fuzz test/jason_test.exs:"fuzz Jason never crashes"

Failing inputs are saved as seed corpus to test/fixtures/fuzz/ and replayed by mix test from then on.
You can configure this with :corpus_dir under the :ex_fuzz key of your project config.
Options
	--max-time - how long to fuzz, in milliseconds.
	--max-runs - how many inputs to run.
	--timeout - sets the timeout per input, in milliseconds.
	--trace - fuzzes with detailed reporting, ignoring input timeouts.

Without --max-time or --max-runs, fuzzing runs until an input fails the test.
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